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INTRODUCTION

This project focuses on building, configuring, and managing a multi-branch Fortinet security
infrastructure using FortiManager and FortiGate firewalls within a simulated GNS3
environment.

The goal of the project is to understand centralized firewall management, policy deployment,
troubleshooting connectivity issues, and ensuring proper communication between FortiManager
and distributed FortiGate devices.

Throughout this project, we created a complete topology consisting of:

« One FortiManager appliance

. Three FortiGate devices (HQ, Branch 1, Branch 2)
« A cloud network acting as the WAN/Internet

« LAN segments for each branch

We configured addressing, routing, policies, and management settings to enable:

« Device registration on FortiManager

« Policy installation

« Device reachability

« Centralized monitoring and administration

This documentation explains all steps taken across four weeks, problems encountered,
troubleshooting methods used, and the final functional setup.

PROJECT OBJECTIVES:

« Build a functional Fortinet environment using GNS3

. Configure FortiManager for centralized device control

« Register and manage multiple FortiGate devices

« Apply and install firewall policies

« Troubleshoot connectivity and version compatibility issues
« Understand FGFM protocol and ADOM versions

« Document all steps, findings, and results



1. OVERVIEW

During Week 1, the main objective was to set up the complete Fortinet environment inside GNS3, deploy all
virtual devices, configure basic connectivity, and ensure communication between FortiManager and the
different FortiGate firewalls.

The work consisted of importing appliance images, building the topology, assigning IP addressing, configuring
policies, and preparing the infrastructure for centralized management.

File Edit View Control Mode Annotate Tools Help
& OF>> "HC Fmllo/-saAQAM
Topology Summary (=]}
@ Node Console
v & Cloud1 none
Qoudl + W Fortigate-Branchl telnet 192.168.1.3:5006
L g Ty v [ rortigate-Branchz  telnet 192.168.1.3:5010
- + W fortiGate-HQ telnet 192.168.1.3:5012
3 + W FortiManager7.2.10-1 telnet 192.168.1.3:5008
g etz v W et telnet 127.0.0.1:5009
v W telnet 127.0.0.1:5004
v W pc3 telnet 127.0.0.1:5008
0 FortiGate gate brancht v W pca telnet 127.0.0.1:5013
. v E Switch1 none
2 =--Put: =-- Portl v & Switch2 none
m’ @ - Fortigaty-Branchz '\ el » @ switcns none
Swatch: portt Switch2 e
. o PC2
= 8
Fortianager? 2. et
- W Portl
-

Servers Summary BE
» 60 GNS3 VM (Gns3 VM) CPU 0.0%, RAM 6.5%
» & Hazem CPU 6.0%, RAM 61.7%

Figure 1 — Project Topology in GNS3

Lab Setup in GNS3

We used GNS3 to emulate the full network.
The following virtual appliances were added:

« FortiManager version 7.2.10
e FortiGate HQ — version 7.0.9
e FortiGate Branch 1 — version 7.0.9
e FortiGate Branch 2 — version 7.0.9



4. DEVICE IP CONFIGURATION

FORTIGATE HQ

e« WAN (port2): 192.168.254.135 (DHCP)
e« LAN (portl): 10.10.10.1

LC. All rights reserved

FORTIGATE BRANCH 1

«  WAN (port2): 192.168.254.133 (DHCP)
e LAN (portl): 10.20.20.1



Fortigate-Branch1

ip

ipve

FORTIGATE BRANCH 2

« WAN (port2): 192.168.254.134 (DHCP)
« LAN (portl): 10.30.30.1

B )

KVMadminn:

System Check Re !
It is strongly recommended th chec
Please run ' u is ist' and then
Note: The device will reboot and scan the disk during startup. This may take up to an hour.
FortiGate- KVM # get system interface phy

[onboard]

status:

speed: 1000Mbps
none
p: none

C: none
FEC_cap: none
==[port3]

stat

FORTIMANAGER

e portl: 10.10.10.10



H FortiGate-HQ Fortigate-Branch2 Fortigate-Branch1 @ FortiManager7.2.10-1 x

Serial number:FMG-VMTM250

v7.2.10 di ranchpt1682 250211 (GA)
7.2.10-buildl ranchpt1682 250211 (GA)

KVM login: admin

ysical

solarwmds.; Solar-PuTTY ¢ -2024 SolarWinds Worldwide, LLC. All rights reserved. 4

FIREWALL POLICIES CONFIGURED

firewall policies were created on each FortiGate device to ensure basic communication between LAN
networks, the cloud network, and FortiManager.

Below are the policies for each device separately.

5.1 FORTIGATE HQ — FIREWALL POLICIES

POLICY 1 - LAN - WAN

Allows internal HQ users to access the Internet.



[® FortiGate VM64-KVM

Edit Policy

¥, Policy & Objects Name @ LAN-TO-WAN

Firewall Policy Incoming Interface | ® port1 -
Outgoing Interface |  port2 -
Source Zal x
+
Destination Bal x
+
Schedule © always b
Service @ ALL x
+
Action v ACCEPT H~Bvalg

InspectionMode [JEURGEEEAE Proxy-based

Firewall / Network Options
NAT [ @
IP Pool Configuration Use Outgoing Interface Address [JUSSRVGERITSI o 2o]
Preserve Source Port (B

Protocol Options default ME 4

Security Profiles
AntiVirus
Web Filter
DNS Filter

1000

D 1

Lastused 3secondls) ago

First used 2 hour(s) ago
Activesessions 4

Hit count 241

Total bytes 74859 kB

Current bandwidth 0 bps

# Clear Counters

g Bytes~
1MB
A SPU .k Software
750kB
500k8
250kB
og b — — - - — L1
Nov22 Nov23 Nov24 Nov25 Nov26 Nov27 Nov2s Nov29

it nf
@ API Preview

Cancel

VIP FOR FORTIMANAGER ACCESS

To allow access to the FortiManager GUI from the WAN/Cloud network, we created a VIP:

a 192.168.254.1

% FortiGate-VM64-KVM Q

Edit Virtual IP

VIPtype  IPva4
® Policy & Objects

Name fmg

Comments  Writea t

@ Change

#0/255
Color

Network
Interface
Type Static NAT

External IP address/range @ 192.168.254.140

Virtual IPs Mapto
IPv4 address/range 10.10.10.10

O Optional Filters

O Port Forwarding

Cancel

= FortiGate-VM64-KVM

- @~ Ra- admin ~

2

1D 1
Lastused 13 second(s) ago
Firstused 9 minute(s) ago

Hitcount 40
M Clear Counters

Hit Count ~

Nov22 Nov23 Nov24 Nov25 Nov26 Nov27 Nov2B Nov2?

@® API Preview

% References

POLICY 2 — WAN - LAN (FOR VIP ACCESS)

PURPOSE: ALLOW FORTIMANAGER MANAGEMENT GUI ACCESS THROUGH VIP.



192.168.254.13

[ FortiGate-VMb4-KVM =

Edit Policy
& Policy & Objects Name @ wan-to-lan D 2
Firewall Policy Incoming Interface = port2 -
N Last used 14 second(s) ago
QOutgoing Interface ™ port1 -
Source = al x First used 2 hour(s) ago
+ Active sessions 0
estinati & x
L g % Hit count 1,143
Schedule [0 always - Total bytes 23.32MB
Service @ ALL x Current bandwidth  Obps
+
Action PRSI @ DEny W Clear Counters
Inspection Mode [EIVEELLE Proxy-based Vig < Bytes~
35MB
Firewall / Network Options 30MB i SPU . Software
25MB
NAT C
> = 20Me
Protocol Options  [Zd default v & 15MB
0MB
Security Profiles 5MB
AntiVi > oe
ki - Nov22 Nov23 Nov24 Nov25 Nov26 Nov27 Nov28 Nov29
Web Filter e )
DNS Filter (e ]
Application Control (B Additional Informati

1PS (
S @ APl Preview

5.2 FORTIGATE BRANCH 1 — FIREWALL POLICIES

POLICY 1 — LAN > WAN

PURPOSE: ALLOWS BRANCH1 LAN TO ACCESS THE INTERNET.

192.168.254.134

1=
FortiGate-VM = Q > @+ Qa-~
D d Edit Policy
Network Statistic ! treset.
Policy & Objects Name @ Lan-to-wan = 7
Firewall Policy Incoming Interface ~ # port1 v
= N/A
Outgoing Interface ~ ® port2 - Last used /
Source B2l ® First used N/A
* Active sessions 0
Destinati = x
estination Sal Hit ockink 0
+
Schedule 18 always . Total bytes 0B
Sc
= Service @ ALL x Current bandwidth = 0 bps
Virtual IPs +
Action P eeagl @ DENY B Clear Counters

col Options
Inspection Mode REGENEEEGE Proxy-based

Traffic Shaping

Firewall / Network Options @ API Preview

NAT © >_ EditinCLI
IP Pool Configuration [NERERYLLIES Use Dynamic IP Pool
Preserve Source Port (B ® Documentatior
arity Protocol Options 2 default v & & Online Help
Log &R W Video Tutorials ('

W Consolidated Policy Configuration ('
Security Profiles

AntiVirus (@ J

POLICY 2 — WAN - LAN



PURPOSE: ALLOWS FORTIMANAGER TO REACH BRANCH1/2.

: e Q 5 &) Chat
= Q > @O~ Qa 1adminv
@ Edit Policy
B Policy & Objects Name @ wan-to-lan D 2
Firewall Policy Incoming Interface  # port2 v
. = Last used N/A
Outgoing Interface ™ portl D
Source 2al x Firstused N/A
¥ Active sessions 0
Destination E 11} x s
s Qa 5 Hit count 0
Schedule [® always v Total bytes 0B
Service @ ALL x Current bandwidth O bps
+
Action v AcCEPT 2R ® Clear Counters
Inspection Mode MELNELEEELN Proxy-based

iditional Info ation
Firewall / Network Options

@ API Preview
NAT > >~ EditinCLI
Protocol Options | e default v &
@ Documentatior
Security Profiles & OnlineHelp &'

& Video Tutorials (2

AntiVirus @ Consolidated Policy Configuration ('

(e
Web Filter (@ ]
DNS Filter (@ ]

F :RATINET v7.09 “ Cancel

5.3 FORTIGATE BRANCH 2 — FIREWALL POLICIES THE SAME AS
BRANCH 1

6 CONNECTIVITY & REACHABILITY VERIFICATION

Before connecting the FortiGate devices to FortiManager, we verified the reachability between
all sites to ensure that communication works properly.

1. BRANCHES - HQ AND FORTI MANAGER CONNECTIVITY

WE TESTED THAT BRANCH1 AND BRANCH2 CAN REACH THE HQ FIREWALL AND

FORTI MANAGER :



n ® Fortigate-Branchi

ping 192.168.254.135
168.
from 192. ; 5 ] i ms
from 192.168. 21355 ms
from 8.254. i time=2.0 ms
s from 192. .254. Sed g t1=2 time=1.6 ms
from .168.254. time=1.7 ms

5 packets transmitted,
round-tr in/avg/
ortiGat -KVM # execute ping 192.1
.168.254.140 (19
om
from
b4 bytes from
64 bytes from
b4 bytes from

--- 192.168.254.140 ping statistic
pac transmitted, packets

round-trip min/avg/max =

FortiGate-vMe4-kvM # [

Solar-PuTTY olarWinds Worldwid

.254.135
(192.168.254.135): 56 data bytes
i tt1=255 time=

4 bytes 2.168.254. A = tt1=255 time=1.9
bytes 192. £ i S 55 time=1.
bytes 192.168.2 : dicmp t1=255 time=1.
bytes 192.16 g time=1.

—===1 168.254.135 ping
5 packets transmitted, 5 packets eived, 0% packet loss
round-trip min/avg/max = 1.1/1.7, ms

FortiGate-VI -KVM #
PING 192.168.254.140

cute ping 192.1
(192

bytes 5 4
4

4

.168
.140
4 bytes .140:
bytes .140
64 bytes 3 1
bytes from £ .140
--- 192.168.254.140 ping statistics
packets transmitted, 5 packets received, ¢

round-trip min/avg/m 1.9/4.1/

FortiGate-vM64-KvM # ]

-
solarwinds

2. HQ - BRANCHES CONNECTIVITY AND FORTIMANAGER REACHABILITY



WE ALSO ENSURED THAT HQ CAN REACH THE PUBLIC IPS OF BRANCH1 , BRANCH2

AND FORTI MANAGER :

® FortiGate-HQ

64 bytes from 192.168.254.134: icmp_seq=0 tt1l=255 time=1.
64 bytes from 192.168. .134: icmp_seqg=1 ttl=255 time=2.6
64 bytes from 192.168.254. : icmp_seq=2 ttl=255 time=2.
64 bytes from 192.168. .134: icmp_seqg=3 ttl=255 time=1.
64 bytes from 192.168.254.134: icmp_seq=4 ttl=255 time=1.

--- 192.168.254.134 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 1.1/1.8/2.6 ms

FortiGate-VM64-KVM #

FortiGate-VM64-KVM # execute ping 192.168.254.133

PING 192.168.254.133 (192.168.254.133): 56 data bytes

64 bytes from 192.168.254.133: icmp_seq=0 ttl1=255 time=2.
64 bytes from 192.168.254.133: icmp_seq=1 tt1=255 time=2.1
64 bytes from 192.168.254.133: icmp_seq=2 ttl=255 time=3.1
64 bytes from 192.168.254.133: icmp_seq=3 tt1l=255 time=2.
64 bytes from 192.168.254.133: icmp_seq=4 tt1=255 time=2.

--- 192.168.254.133 ping statistics ---
5 packets transmitted, packets received, 0% packet loss
round-trip min/avg/max 2.1/2.4/3.1 ms

FortiGate-VM64-KVM # execute ping 10.10.10.10

PING 10.10.10.10 (10.10.10.10): 56 data bytes

64 bytes from 10.10.10.10: icmp seq=0 ttl=64 time=1.9
64 bytes from 10.10.10.10: icmp_seq=1 ttl=64 time=2.

64 bytes from 10.10.10.10: icmp_seqg=2 ttl=64 time=2.¢
64 bytes from 10.10.10.10: icmp_seq=3 ttl=64 time=1.

64 bytes from 10.10.10.10: icmp seq=4 ttl=64 time=3.

--- 10.10.10.10 ping statistics ---
5 packets transmitted, 5 packets received, 0% packet loss
round-trip min/avg/max = 1.8/2.3/3.0 ms

FortiGate-VM64-KVM #

3. FORTIMANAGER - FORTIGATE DEVICES REACHABILITY

After confirming that all FortiGate devices can reach each other, we verified that FortiManager can also reach
the HQ and Branch firewalls .




FMG-VMB4-KVM #
FMG-VMG4-KVM #
FMG-VM64-KVM # ~24272

FMG-VM64-KVM # execute ping 192.168.254.134
PING 192.168.254.134 (192.168.254.134): 56 data bytes
64 bytes from 192.168.254.134: seq=0 tt1=254 time=5.042
64 bytes from 192.168.254.134: seq=1 tt1=254 time=3.856
64 bytes from 192.168.254.134: seq=2 tt1=254 time=4.296
AC
--- 192.168.254.134 ping statistics ---

packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 3.856/4.398/5.042 ms

FMG-VM64-KVM # execute ping 192.168.254.133

PING 192.168.254.133 (192.168.254.133): 56 data bytes

64 bytes from 192.168.254.133: seq=0 ttl=254 time=6.108 ms
64 bytes from 192.168.254.133: seq=1 tt1=254 time=5.721 ms
64 bytes from 192.168.254.133: seq=2 ttl=254 time=3.739 ms
AC

--- 192.168.254.133 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 3.739/5.189/6.108 ms

FMG-VM64-KVM # execute ping 192.168.254.135

PING 192.168.254.135 (192.168.254.135): 56 data bytes
64 bytes from 192.168.254.135: seq=0 ttl=255 time=4.213
64 bytes from 192.168.254.135: seq=1 ttl=255 time=2.529
64 bytes from 192.168.254.135: seq=2 ttl=255 time=2.136
64 bytes from 192.168.254.135: seq=3 ttl=255 time=1.751

--- 192.168.254.135 ping statistics ---
4 packets transmitted, 4 packets received, 0% packet loss

round-trip min/avg/max = 1.751/2.657/4.213 ms

FMG-vM64-KvM #

solarwmds.; ‘ Solar-PuTTY free tool © 2019-2024 SolarWinds Worldwide, LLC. All rights reserved. |

5. OPENING FORTIMANAGER & CREATING ADOM

After ensuring full connectivity between FortiGate devices and the FortiManager server, we
proceeded to access the FortiManager Web GUI and prepare the management environment.

5.1 ACCESSING FORTIMANAGER GUI

We connected to FortiManager using the assigned VIP:




FortiManager-VM64-KVM

A successful login indicated that the VIP, policies, and routing were all correctly configured.

| ] ) e}

Device Manager Policy & Objects AP Manager VPN Manager Fabric View

<N N0 K

i h
FortiGuard R Extender Manager System Settings
Manager

5.2 CREATING A NEW ADOM

Inside the FortiManager dashboard, we created a new ADOM to logically separate and manage
our FortiGate devices.




Create ADOM x

Name Main_Branch_Adom
Type FortiGate v || 64 LA 7.2
Description
Devices [ + Select Device ] Search..
O Name= IP Address = Platform = n
No record found.
0
Mode Backup
Central Management O VPN FortiAP FortiSwitch
Default Device Selection for Install LECa@ N Deselect All
Perform Policy Check Before Every Install (e ]
Auto-Push Policy Packages When Device [ o)

Back Online

6. ADDING DEVICES INTO FORTIMANAGER

After creating the ADOM, we added the FortiGate devices (HQ, Branchl, Branch2) into
FortiManager to begin centralized management.

6.1 ADDING A FORTIGATE DEVICE

Inside the newly created ADOM:

« Navigate to Device Manager
« Select Add Device

g FortiManager @ Add Device

Search...

& Managed FortiGate (1)
4 HQ-NGFW-1
Device & Groups | Logging FortiGate (1)

n Device Manager

« Enter the device information:
o Device IP: (e.g., HQ — 192.168.254.135)
o Login Credentials: admin account



Add Device - Discover Device (2/3) O x

The following information bas been discovered from the device:

IP Address 192.168.254.135
Host Name HQ-NGFW-1

SN FGVM027M24013423
Model FortiGate-VM64-KVM
Firmware Version 7.6.0, build 2401 (GA)
HA Status Standalone
Administrator admin

Please input the following information to complete addition of the device:

Name HQ-NGFW-1

Description Description

Provisioning Templates +

Add To Folder o

Add To Device Group o

Copy Device Dashboard Click to select v

@) R3_DEPI3_ MNF3_ISSE ST F X a VM64-KVM: 192 X &8 FortiGate - FortiGate-VM64-KVM X { o

© Add Filter
Date/Time ¥ Source Device Destination Application Name Result Policy ID
6 seconds ago 192.168.254.134 192.168.254.140 v 373kB/6.05kB wan-to-lan (2) r}
21seconds ago 192.168.254.134 192.168.254.140 v 3.73kB/6.04kB wan-to-lan (2)
38 seconds ago 192.168.254.134 192.168.254.140 v 3.69kB/6.00kB wan-to-lan (2)
54 seconds ago 192.168.254.134 192.168.254.140 v 374kB/7.79kB wan-to-lan (2)
Minute ago 192.168.254.134 192.168.254.140 v 3.74kB/781kB wan-to-lan (2)
Minute ago 192.168.254.134 192.168.254.140 v 3.70kB/7.77kB wan-to-lan (2)
= 1ox & Report Minute ago 192.168.254.134 192.168.254.140 v 373KB/6.04KB wan-to-lan (2)
Eorwant Jrathe Minute ago 192.168.254.1 192.168.254.140 v 324kB/440B wan-to-lan (2)
Minute ago 192.168.254.1 192.168.254.140 wan-to-lan (2)
Minute ago 192.168.254.134 192.168.254.140 v 3.69kB/6.00kB wan-to-lan (2)
2 minutes ago 192.168.254.1 192.168.254.140 v 324kB/486B wan-to-lan (2)
2 minutes ago 192.168.254.1 192.168.254.140 v 324kB/4868B wan-to-lan (2)
2 minutes ago 192.168.254.134 192.168.254.140 v 3.74kB/7.90kB wan-to-lan (2)
2 minutes ago 192.168.254.134 192.168.254.140 v 3.73kB/6.05kB wan-to-lan (2)
2 minutes ago 192.168.254.134 192.168.254.140 v 373kB/6.04kB wan-to-lan (2)
3 minutes ago 192.168.254.134 192.168.254.140 v 3.73kB/6.05kB wan-to-lan (2)
3 minutes ago 192.168.254.134 192.168.254.140 v 3.73kB/6.05kB wan-to-lan (2)
3 minutes ago 192.168.254.134 192.168.254.140 v 3.73kB/6.02kB wan-to-lan (2)

(7 6.026 ]



Connectivity Device Confi...

W Connectio... @ @ W Synchroni.. @

4+ BR1-FGT-1
+ HQ-NGFW-1

Logging FortiGate (2)

Managed FortiAnalyzer (1}

[ & Instally | | E8) Table View v I $ Morev | | £3 Full Screen

[0 Device Name = Config Status ¢ Provisioning Templates < Policy Package Statu |Manag
[0 4 BRIFGT-1 v Synchronized v [ default vV BR1-EGT-1 @ Dis:
0O + HO-NGFW-1 v Synchronized v [B) default v HQ-NGFW-1 @) Dis:

8. CREATING CENTRALIZED POLICIES ON FORTIMANAGER &

INSTALLING THEM ON FORTIGATES

After all FortiGate devices were successfully added and authorized in FortiManager, we
proceeded to create centralized policies to manage security rules from a single point. These
policies were then installed directly on HQ, Branch1, and Branch2.

8.1 CREATING A NEW POLICY PACKAGE

Inside the ADOM:

Navigate to Policy & Objects
Select Policy Packages
Click Create New
Name:
o HQ-Package for HQ
o Branchl-Package for Branch 1
o Branch2-Package for Branch 2
5. Assign each package to its corresponding FortiGate device.

el N



[E] FortiManager B Policy Package W

@ Dashboard 2 New E

Clone

oo |

New Folder

Policy & Objects Moaove

Policy Packages Edit

NGiaEvad terFacs Delete
Policy Revision [
Policy Check

Run Script

Export Displayed Policies to Excel

Export Package All Policies to CSV

== Policy & Objects v+  Policy Packages Object Configurations

B Policy Package ~ & Install ~ &8 ADOM Revisions €F Tools ~ 2 Collapse All  #= Object Selector ~

Search... Q % Create New ~» [# Edit ~ [ Delete [¥ Section ~ @ Policy Look

= 3 Dynamic-Policy

Installation Targets



B Policy Package~ & Install @& ADOM Revisions % Toolsw

Policy Packages + Create New Firewall Policy
1% Search... Q
ID 0
© 3 Branches

Name Direct Internet Access

Firewall Policy ZTNA Full ZTNA  IP/MAC filtering

Installation Targets

Incoming Interface Eian Q
D& default Outgoing Interface Ewan1 Q
D)

M Object Configurations » Elwanz

Source Internet Service (

IPv4 Source Address B Branch Network Q
IPvé Source Address
Source User

Source User Group

+ + + +

FS50 Groups

Destination Internet Service @

IPv4 Destination Address Bal [ %]

IPvé Destination Address +

Service T AL 1)
Schedule ® always [ x)
Action Deny Wl IPSEC

Inspection Made FVE L= Proxy-based

Firewall/Network Options

NAT

NAT46  NATG64
IP Pool Configuration Use Outgoing Interface Address [ESEIRNGET T ) 2T]]

Preserve Source Port O

Protocol Options B default Q

Cancel

@ session = I Policy Package ~

\'"'llz'( tv  HOekte fSectionw |';;‘.,|.-. &l Ce

tapie A 1_’;:‘_

@A IR1-FOT2 m Mamo fom ‘a Somne Destinaton “hedm v :

I Soons Qoo [Zwer  Jem B @A
N D implic (272 Totst1)

Policy Packages muailation Targety
O HA-NGFW-1 e s @
08 et O 2 woickom - oo oo it "



[Z] FortiManager @ Add Device v 3B Device Group v ¥, Install Wizard

@ Dashboard F Connecti...
& Managed FortiGate (1) B Conne... @)
4 HQ-NGFW-1
Device & Groups Logging Devices (1)

an Device Manager

Scripts @ Managed FortiAnalyzer (1)
Provisioning Templates 4 FortiAnalyzer

Firmware Templates

8. CONCLUSION

This project demonstrated the complete process of deploying and managing multiple FortiGate
firewalls using FortiManager within a virtual GNS3 environment. Throughout the
implementation, we successfully built a full topology consisting of FortiManager, FortiGate
HQ, FortiGate Branch 1, and FortiGate Branch 2, all connected through a cloud network using
DHCP addressing.

We configured core network components, including interface settings, static policies (LAN —
WAN and WAN — LAN), and VIPs to ensure proper reachability between FortiManager and
all FortiGate devices. After resolving version compatibility issues and initial connectivity
problems, we were able to access the FortiManager GUI, create an ADOM, import device
configurations, and centralize firewall management.

By the end of the project, FortiManager was fully integrated with all FortiGate units, allowing
centralized monitoring, policy installation, and configuration control across the entire network.

Overall, this project enhanced our understanding of Fortinet technologies, centralized
management concepts, troubleshooting techniques, and the importance of version alignment and
network reachability in real-world deployments.



